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Re:
CONTRIBUTION: Enabling PIV privacy & PACS autonomy
Description of the Problem to solve
The use of PIV cards in PACS is leading to a Universal Identifier (i.e. the CHUID) used by all systems to identify Federal Employees. This Universal Identifier (UID) is freely available over both the PIV contact and contactless interfaces.  This UID is transferred to any system requesting this data object without requiring user consent; an example of user consent being a successful PIN presentation.
Several issues are identified in this contribution: 

1. PACS changes to accommodate large number identifiers

The use of such a UID requires PACS implementations to be modified in order to manage large number identifiers.  In many cases such changes translate to migrating infrastructure.
2. Use and Impact of Public Key Cryptography on transaction times and infrastructure
The use of the PIV card authentication key to enable one way authentication (i.e. the PIV card is validated by the system) utilizes Public Key Cryptography when interoperability is required.  PK Cryptography increases transaction times when compared to symmetric key operations but eliminates secret key (i.e. shared secret) key management overhead and issues with scalability. 

3. Incomplete Privacy Protection
PIV cards may not fully provide privacy protection as the PIV card has no way to authenticate the system is trusted by the issuer of the PIV card. Stated another way, there is no support for mutual authentication between a PIV card and a system capable of interacting with a PIV card.  PIV, as architected, permits rogue terminals in an environment considered trusted by a PIV card holder to capture a card holder PIN and Personally Identifiable Information (PII) or information freely available on the card without user consent or knowledge.

Suggested method addressing these issues
CAUTIONARY NOTE:  The following method suggests augmenting the role of the smart card used in a PACS.  There are various ways to introduce changes according to this suggestion; some with very little impact on existing systems using PIV cards, some with more complex changes but providing much more benefits. Such changes may be difficult to implement in the short term for current PIV card issuers based on what point a said issuer is at in their PIV card issuance cycle.  Further, it is suggested such changes, should they be implemented in the near term, be coordinated under the auspices of this PAIIWG.
The method proposed herein is simple in concept:

At time of registration, in addition to a PIV card registered in a PACS, a PACS would employ the intelligence of the smart card to also register this PACS in the PIV card.  The authors refer to this method as mutual registration.
Currently, PIV cards are obliged to be registered in a PACS either implicitly (when the PIV card is created by the same authority which manages a PACS) or explicitly (when the PIV card is created by an authority not managing a PACS).  
Mutual registration can be realized by creating and loading securely in the smart card a limited set of data objects. This permits such modified PIV card to be used in a PACS without modifying or altering existing PIV functionality.  At time of registration, the use of discovery mechanisms, such as the response to the SELECT <APPLICATION> smart card command or discovery described in ISO/IEC 24727 is strongly encouraged to further enable interoperability of this concept.

The functionality proposed for this improved PIV card is of two natures: 
A) Management functions at time of mutual registration such as:
a.  "Create a PACS entry record into the PACS lookup table", 
b.  "Delete a PACS entry record from the PACS lookup table", etc. AND

B) Functions in operational use such as:
a.  "Select PACS entry record from PACS lookup table", 
b. "Execute negotiated PACS-card mutual authentication protocol".

By having a PACS registered in the smart card, the specific local management requirements of a given PACS can be securely loaded in the smart card at the time of mutual registration.  The description of mutual registration is a topic for a more detailed PAIIWG contribution.
Successful mutual registration is expected to create a PACS record in the smart card: 
A. A PACS identifier, 
B. The Authentication key for this PACS (symmetric and diversified according to the PACS requirement), 
C. A mechanism identifier for what authentication protocol to use with this PACS, AND
D. The smart card “ALIAS” under which this given smart card is known by this PACS. 
NOTE: The smart card “ALIAS” is expected to be a locally assigned value (locally PACS assigned identifier to this card) ; not part of the static CHUID.
In operation, when a PIV card augmented with the above functionality is presented to a given PACS:

· A PACS terminal would begin a transaction by identifying itself to the augmented PIV card. 
· The augmented PIV card would respond in accordance with the PACS registration information negotiated during mutual registration. 
This augmented PIV card response would involve a PACS identified mutual authentication protocol and optionally involve the creation of a session key to be used over a secure channel established as a byproduct of the mutual authentication process.
Mutual authentication protects the card holder’s privacy as the augmented PIV card has no obligation to reveal any information about itself to an unknown requestor.

By employing mutual authentication, the proposed method provides a high degree of resistance against any rogue terminal obtaining PACS specific information from the augmented PIV card.

Some of the obvious advantages this approach offers:

· No commonly shared UID required to be used by all PACS solutions

· Allows each PACS to use its own key management without requiring notifying other systems.

· Allows PACS to use symmetric (shared secret) cryptographic mechanisms providing high speed and simplicity while avoiding scalability and other “trusted” complexities.

· Allows the augmented PIV card to authenticate the PACS as well as the PACS to authenticate the augmented PIV card  with the possibility to create a session key for additional transactional exchanges employing a secure channel.

· Strong resistance to rogue terminals attempting to capture PIN and PII.
A simplified illustrative example of the suggested method is as follows:
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The ideal credential protocol (requires registration)

Client Application

Smart  ID  Token

Electrical connection established (Open channel)

Client Identification (Application Authority identifies itself to the card)

Here is your challenge:  prove it to me

Here is my proof and your challenge:  prove you can work with me

What is the 

identifier

identifier I know you by?

Response:  here is my 

identifier

identifier

Application specific protocol under this line is session key encrypted

Secure Channel with 

mutual authentication

mutual authentication established for the specific Application

Here is my proof:  Let’s get to work

Enable me to challenge the bearer

Response:  here are user’s biometric templates for you to verify

Do not search for what you can do with the card but ask the card

Do not search for what you can do with the card but ask the card

what it can do for you

what it can do for you


NOTE: The proposed method is not limited to smart cards used in a PACS.  The method can also be used in other environments (e.g. e-Passports and e-VISA management). The method may be applicable to other “conditional access” privileges in identity cards allowing the card to configure itself according to "who is asking the question" instead of always answering to whatever question the unauthenticated requestor is asking.
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