THE COMMON ACCESS CARD – A CASE STUDY
The Department of Defense Common Access Card (CAC) was developed is to meet three requirements of the Department: 

· a digital signing credential that meets the legal requirement of non-repudiation to enable our e-business initiatives, 

· a hardware token for our Public Key Infrastructure to meet our Defense-in-depth security requirements to protect our unclassified networks, and 

· smart card technology that was proven to enable the re-engineering of business processes resulting in improved readiness, improved quality of life, streamlined paperless business processes, and cost savings. 

A smart card with a crypto co-processor and on-card key generation could meet all three of those requirements.  

The decision in November 1999 to implement smart card technology included certain mandated requirements for this card:

· identification card for the US Military (active and reserve), DoD civilian employees, and DoD contractors that work on DoD networks. (approximately 4 million people)

· logical access to the DoD unclassified network, including strong authentication for legacy and new databases and websites

· physical access to our buildings

· use the existing ID card issuing infrastructure (1300 workstations in 900 locations around the world) 

DoD stood up two sites by December 2000 and moved to full-scale implementation in November of 2001. Currently, over 600,000 CACs have been issued with a current issuance rate of 6500-7500 cards per day.  The infrastructure has been deployed to over 750 issuance stations in the field at 375 sites worldwide.  The fielding of the remaining infrastructure will be completed by May 2003. 

These are some interesting facts about the populations which receive CACs now from the DEERS/RAPIDS systems:

· DoD Civil Servants make up at least 45% of the total Federal Civil Service work force.  The total work force amounts to just under 1 million employees.

· DoD issues CAC cards to Coast Guard, NOAA and Public Heath.  The Coast Guard makes up 20% of the Department of Transportation work force.  NOAA is part of the Department of Commerce.  Public Health is part of the Department of Health and Human Services.

· DoD issues CAC cards to all Federal Department employees who work overseas and are entitled to use Commissary and Exchange services.  This normally includes member of the State Department and sometimes Department of Agriculture employees.

· NASA has approached DoD about an ID card solution.  Most NASA sites are associated with military bases.

· Department of Interior wants to move to digital ID cards for their fire fighters to control resources at fire sites.  In many cases the National Guards are called out to help the fighters,  It would make sense for them to have the same cards or at least be interoperable.

· DoD has been approached by the White House Chief of Security about Digital ID badges.  The DoD staffs the White House Communication Section.  It amounts 10% plus of the White House Staff.  

· Everyone who leaves the DoD becomes a Department of Veterans Affairs beneficiary.

The CAC is a 32KByte JAVA based smart card with Open Platform that is FIPS 140-2, level 2 certified. It contains three Public Key Infrastructure (PKI) certificates and approximately 30 personal demographic data elements. Addition of demographics containers and adding functionality post-issuance has been proven in the field. The card supports multiple bar codes and a magnetic stripe for legacy applications. Plans are for the card to grow to 64KBytes in size and support contactless physical access within the next year.

This was a complex, difficult task.  The challenges included:

· insuring strong identity authentication before the card was issued

· insuring that each individual was uniquely identified (there are many people in the Department of Defense that have multiple affiliations in the Department – we need to know that all those different affiliations are bound to the same individual)

· insuring a secure issuance process

· integrating an ID card system with a PKI system

· developing an interoperable and open solution that would allow the Department to use multiple vendors cards, readers, and middleware and facilitate the efforts of other vendors who wanted to develop applications or products that interfaced with the CAC

· knocking down the stovepipes to meet the many sometimes competing requirements of our functional stakeholders

· selling an incremental development strategy that allowed initial functionality but leaving the door open to additional functionality and security as the various technologies matured (to do otherwise would result in inertia and a system always refining its requirements but never fielding anything)

Although the DoD customers are delivered a high technology identification card, the delivered product is an enabling tool that can be used to provide strong and secure authentication of the individual’s identity.  When access is granted, either logical or physical, the CAC is used to authenticate that the individual is the person granted access.

The CAC issuance system uses the Defense Eligibility Enrollment System (DEERS) which acts as a data warehouse for all the military and civilian personnel databases in the Department. DEERS is bound to the PKI Certificate Authorities (CAs) to provide the trust that a person holding a CAC is affiliated with the DoD. If that person loses DoD affiliation (dies, retires, separates) the personnel system informs DEERS which results in revocation of that individual's credentials. The system is aware of every card issued and currently active. Strong security safeguards are present in the issuance process to prevent counterfeiting or theft of cards. Only the CAC card management system can add or delete software that is present on the smart chip.

THE SHORT LIST OF LESSONS LEARNED

· Assuming that the organization cares that the person with the credentials is the person he or she purports to be, the system issuing the credentials (smart card/biometrics/PKI) must demonstrate clearly that the identity authentication is strong and not easily fooled.  

· Building a system on PKI is technically complex while providing a wide range of benefits. PKI, to be rigorously secure, requires documented and implemented Certificate Policy and Certificate Practice Statements (CPS).  These are the tools used by the potential relying parties to determine if credentials issued by another organization are secure enough to meet the requirements of the relying party.  

· Decentralized issuance using commercial card printers has not proven to be as reliable as was expected. Smart card printers have proven that they require close operator attention and a strong training program during installation. Additionally, the many technologies on the card stress the service life of current plastics and manufacturing techniques.

· Smart cards, biometrics, PKI, directory services are all relatively immature technologies that are proprietary solutions with very few standards.  The development of the Government Interoperability Specification is an excellent first step but is just that, a first step.  The current specification addresses only the contact smart card, not biometrics, not contactless smart cards, not PKI.  To get to true interoperability across the Federal Government is going to require aggressive pursuit of interoperability specifications for the above.  It is also going to require strong leadership and direction to move all the Agencies to decisions where interoperability is a high priority.

· Physical access systems across the DOD (and the federal sector) are difficult to implement due to the wide range of systems, access schemes, manufacturers, and proprietary solutions. Many agencies and locations are not willing to make changes in their systems in order to meet some form of common standard. There are paths that the commercial sector customers are following that are a good guide for the DoD; we are working through these issues now. However, there are some basic principles that must be recognized.  A visual “flash pass” is of almost no value in any security setting.  With today’s technology, these “passes” can be copied or forged.  Even using some type of electronic access where the card is used as a key means that if the card is lost or stolen, it could be used to gain access.  What is needed is a serious evaluation of security requirements and threats that uses a full range of IT technology and an incremental approach to controlling access.  At the lowest threat levels, perhaps a “flash pass” with random checks of PIN or biometrics or access system checks is sufficient, but as the threat increases, a multi-factor approach is required.

The issues above are presented to illustrate that building a system such as the CAC is not an easy task. Any project that touches millions of people and their business practices is a complex task. However, our development has provided an issuance environment that provides the DoD a strong level of assurance that we know who is carrying a Common Access Card.

The DoD project team believes that any parallel development by other federal agencies will take 18-24 months at best with an additional 3-6 months (at least) of initial implementation. Initial assessment indicates that integrating additional agencies into the DoD model or replicating the system for another Agency could be done within 6 months with a high probability of success. In the interest of good government, the DoD has offered to provide all or parts of its system to any federal agency on a cost reimbursable basis. DoD believes that additional agencies could be integrated into a customized subset of this system or provided with its own replication of the DoD system within a period not to exceed six months.

Accomplishing smart identification across the federal government will be difficult. However, we were told repeatedly by people within our Department, by vendors and contractors, by other Federal Agencies that what we were doing was impossible.  Our success to date demonstrates that with strong leadership, the right level of authority, and a committed and motivated team that stays focused on the objective and is not risk-averse, it can be done with a high degree of success. 

We don’t need more pilots; we need implementations.  
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