Question 1


Score
Computation



Publish publicly available information

0
0



Collect new personal information

1
0



Modify personal information

3
0



Change SSA benefits processing
 
3
0



Terminate SSA benefits
 
3
0



Collect benefits accounting information

3
0



Collect contributions accounting information

6
0



Disclose personal information

9
0



Initiate SSA benefits

9
0





Total
0


Question 2







Faster and more timely collection of information
 
3
0



More customer participation

3
0



Customer satisfaction
 
9
0



More efficient record keeping
 
1
0



More accurate records

3
0



Improved productivity within SSA

3
0



Faster and more timely payment of benefits

9
0





Total
0


Question 3







Publicly available

0
0



One individual's record that is subject to the Privacy Act

6
0



Many individuals records that are subject to the Privacy Act
 
9
0



Information covered by a FOIA Exemption

3
0





Total
0
 

Question 4







Disclosure

9
0



Modification of record(s)/misuse/fraud
 
3
0



Denial of Access

1
0



Destruction of records

3
0





Total
0


Question 5







Easy

1
0



Hard
 
3
0



Impossible

9
0





Total
0









Question 6







Nuisance

1
0



Fraud

9
0



Legal liability
 
9
0



Embarrassment

3
0



Loss of public trust
 
9
0



Loss of Congressional trust

3
0



Loss of Executive trust

3
0





Total
0


Question 7







More convenient physical access to complete the transaction

3
0



Expanded availability to SSA (7 days a week/24 hours a day)
 
3
0



Sense of involvement in the process

1
0



Ability to directly transfer the transaction data to or from a customer data base

9
0





Total
0


Question 8







Information that enables identity theft
 
9
0



Information that enables benefits theft or interruption
 
9
0



Location

9
0



Economic status

3
0



Health status

3
0



Benefits status

1
0





Total
0


Question 9







Anyone

9
0



Known customer/non-beneficiary
 
3
0



Current Beneficiary

3
0



Employer

3
0



US Federal Agency

1
0



State/local government

3
0



Foreign government

3
0





Total
0


Question 10







Disclosure

9
0



Modification of record(s)/misuse/fraud
 
3
0



Denial of Access

1
0



Destruction of records

3
0





Total
0


Question 11







Nuisance

1
0



SSA would stop paying benefits
 
9
0



Identity theft
 
9
0



SSA benefits are diverted or stolen

9
0



Revelation of private information (other than identity)

3
0



Exposure to legal liability

3
0





Total
0


Question 12







Economic gain
 
9
0



Beneficiary-specific malice
 
9
0



SSA-specific malice

3
0



General government malice

3
0



General Internet "hooliganism" or malice

1
0





Total
0


Question 13







Casual Cracker

3
0



Political Cracker

3
0



Malicious Individual

3
0



Investigative Media
 
9
0



Opportunistic Criminal
 
9
0



Long-term criminal activity or organized Crime

9
0



Foreign Intelligence Service

9
0





Total
0


Question 14







SSA
 
1
0



Known customer

3
0



Unknown customer

9
0





Total
0


Question 15







Hourly

9
0



Daily

9
0



Weekly

9
0



Monthly

3
0



Quarterly

3
0



Yearly
 
1
0



Once

1
0





Total
0


Question 16







None

9
0



Occasional
 
3
0



Regular

1
0





Total
0


Question 17







Scheduled
 
9
0



Irregular

3
0



One time only

1
0





Total
0


Question 18







Automated alert process

1
0



Manual alert process

3
0



SSA recontact
 
3
0



Customer complaints

9
0



Third party information
 
3
0





Total
0


Question 19







Easy

9
0



Hard
 
1
0





Total










Question 20







Hours

9
0



Days

9
0



Weeks

9
0



Months
 
3
0



Year

1
0



Longer

1
0





Total
0


Question 21







Prison

9
0



Fine

3
0



Loss of Access

3
0



No action

1
0





Total
0









Question 22







Prosecution, leading to prison

9
0



Prosecution, leading to a fine

3
0



Denial of access to SSA electronic services

1
0



No action

1
0





Total
0


Question 1


Score
Computation



Publish publicly available information

0
0



Collect new personal information

1
0



Modify personal information

3
0



Change SSA benefits processing
 
3
0



Terminate SSA benefits
 
3
0



Collect benefits accounting information

3
0



Collect contributions accounting information

6
0



Disclose personal information

9
0



Initiate SSA benefits

9
0





Total
0


Question 2







Faster and more timely collection of information
 
3
0



More customer participation

3
0



Customer satisfaction
 
9
0



More efficient record keeping
 
1
0



More accurate records

3
0



Improved productivity within SSA

3
0



Faster and more timely payment of benefits

9
0





Total
0


Question 3







Publicly available

0
0



One individual's record that is subject to the Privacy Act

6
0



Many individuals records that are subject to the Privacy Act
 
9
0



Information covered by a FOIA Exemption

3
0





Total
0
 

Question 4







Disclosure

9
0



Modification of record(s)/misuse/fraud
 
3
0



Denial of Access

1
0



Destruction of records

3
0





Total
0


Question 5







Easy

1
0



Hard
 
3
0



Impossible

9
0





Total
0









Question 6







Nuisance

1
0



Fraud

9
0



Legal liability
 
9
0



Embarrassment

3
0



Loss of public trust
 
9
0



Loss of Congressional trust

3
0



Loss of Executive trust

3
0





Total
0


Question 7







More convenient physical access to complete the transaction

3
0



Expanded availability to SSA (7 days a week/24 hours a day)
 
3
0



Sense of involvement in the process

1
0



Ability to directly transfer the transaction data to or from a customer data base

9
0





Total
0


Question 8







Information that enables identity theft
 
9
0



Information that enables benefits theft or interruption
 
9
0



Location

9
0



Economic status

3
0



Health status

3
0



Benefits status

1
0





Total
0


Question 9







Anyone

9
0



Known customer/non-beneficiary
 
3
0



Current Beneficiary

3
0



Employer

3
0



US Federal Agency

1
0



State/local government

3
0



Foreign government

3
0





Total
0


Question 10







Disclosure

9
0



Modification of record(s)/misuse/fraud
 
3
0



Denial of Access

1
0



Destruction of records

3
0





Total
0


Question 11







Nuisance

1
0



SSA would stop paying benefits
 
9
0



Identity theft
 
9
0



SSA benefits are diverted or stolen

9
0



Revelation of private information (other than identity)

3
0



Exposure to legal liability

3
0





Total
0


Question 12







Economic gain
 
9
0



Beneficiary-specific malice
 
9
0



SSA-specific malice

3
0



General government malice

3
0



General Internet "hooliganism" or malice

1
0





Total
0


Question 13







Casual Cracker

3
0



Political Cracker

3
0



Malicious Individual

3
0



Investigative Media
 
9
0



Opportunistic Criminal
 
9
0



Long-term criminal activity or organized Crime

9
0



Foreign Intelligence Service

9
0





Total
0


Question 14







SSA
 
1
0



Known customer

3
0



Unknown customer

9
0





Total
0


Question 15







Hourly

9
0



Daily

9
0



Weekly

9
0



Monthly

3
0



Quarterly

3
0



Yearly
 
1
0



Once

1
0





Total
0


Question 16







None

9
0



Occasional
 
3
0



Regular

1
0





Total
0


Question 17







Scheduled
 
9
0



Irregular

3
0



One time only

1
0





Total
0


Question 18







Automated alert process

1
0



Manual alert process

3
0



SSA recontact
 
3
0



Customer complaints

9
0



Third party information
 
3
0





Total
0


Question 19







Easy

9
0



Hard
 
1
0





Total










Question 20







Hours

9
0



Days

9
0



Weeks

9
0



Months
 
3
0



Year

1
0



Longer

1
0





Total
0


Question 21







Prison

9
0



Fine

3
0



Loss of Access

3
0



No action

1
0





Total
0









Question 22







Prosecution, leading to prison

9
0



Prosecution, leading to a fine

3
0



Denial of access to SSA electronic services

1
0



No action

1
0





Total
0


Question 1


Score
Computation



Publish publicly available information

0
0



Collect new personal information

1
0



Modify personal information

3
0



Change SSA benefits processing
 
3
0



Terminate SSA benefits
 
3
0



Collect benefits accounting information

3
0



Collect contributions accounting information

6
0



Disclose personal information

9
0



Initiate SSA benefits

9
0





Total
0


Question 2







Faster and more timely collection of information
 
3
0



More customer participation

3
0



Customer satisfaction
 
9
0



More efficient record keeping
 
1
0



More accurate records

3
0



Improved productivity within SSA

3
0



Faster and more timely payment of benefits

9
0





Total
0


Question 3







Publicly available

0
0



One individual's record that is subject to the Privacy Act

6
0



Many individuals records that are subject to the Privacy Act
 
9
0



Information covered by a FOIA Exemption

3
0





Total
0
 

Question 4







Disclosure

9
0



Modification of record(s)/misuse/fraud
 
3
0



Denial of Access

1
0



Destruction of records

3
0





Total
0


Question 5







Easy

1
0



Hard
 
3
0



Impossible

9
0





Total
0









Question 6







Nuisance

1
0



Fraud

9
0



Legal liability
 
9
0



Embarrassment

3
0



Loss of public trust
 
9
0



Loss of Congressional trust

3
0



Loss of Executive trust

3
0





Total
0


Question 7







More convenient physical access to complete the transaction

3
0



Expanded availability to SSA (7 days a week/24 hours a day)
 
3
0



Sense of involvement in the process

1
0



Ability to directly transfer the transaction data to or from a customer data base

9
0





Total
0


Question 8







Information that enables identity theft
 
9
0



Information that enables benefits theft or interruption
 
9
0



Location

9
0



Economic status

3
0



Health status

3
0



Benefits status

1
0





Total
0


Question 9







Anyone

9
0



Known customer/non-beneficiary
 
3
0



Current Beneficiary

3
0



Employer

3
0



US Federal Agency

1
0



State/local government

3
0



Foreign government

3
0





Total
0


Question 10







Disclosure

9
0



Modification of record(s)/misuse/fraud
 
3
0



Denial of Access

1
0



Destruction of records

3
0





Total
0


Question 11







Nuisance

1
0



SSA would stop paying benefits
 
9
0



Identity theft
 
9
0



SSA benefits are diverted or stolen

9
0



Revelation of private information (other than identity)

3
0



Exposure to legal liability

3
0





Total
0


Question 12







Economic gain
 
9
0



Beneficiary-specific malice
 
9
0



SSA-specific malice

3
0



General government malice

3
0



General Internet "hooliganism" or malice

1
0





Total
0


Question 13







Casual Cracker

3
0



Political Cracker

3
0



Malicious Individual

3
0



Investigative Media
 
9
0



Opportunistic Criminal
 
9
0



Long-term criminal activity or organized Crime

9
0



Foreign Intelligence Service

9
0





Total
0


Question 14







SSA
 
1
0



Known customer

3
0



Unknown customer

9
0





Total
0


Question 15







Hourly

9
0



Daily

9
0



Weekly

9
0



Monthly

3
0



Quarterly

3
0



Yearly
 
1
0



Once

1
0





Total
0


Question 16







None

9
0



Occasional
 
3
0



Regular

1
0





Total
0


Question 17







Scheduled
 
9
0



Irregular

3
0



One time only

1
0





Total
0


Question 18







Automated alert process

1
0



Manual alert process

3
0



SSA recontact
 
3
0



Customer complaints

9
0



Third party information
 
3
0





Total
0


Question 19







Easy

9
0



Hard
 
1
0





Total










Question 20







Hours

9
0



Days

9
0



Weeks

9
0



Months
 
3
0



Year

1
0



Longer

1
0





Total
0


Question 21







Prison

9
0



Fine

3
0



Loss of Access

3
0



No action

1
0





Total
0









Question 22







Prosecution, leading to prison

9
0



Prosecution, leading to a fine

3
0



Denial of access to SSA electronic services

1
0



No action

1
0





Total
0


Question 1


Score
Computation



Publish publicly available information

0
0



Collect new personal information

1
0



Modify personal information

3
0



Change SSA benefits processing
 
3
0



Terminate SSA benefits
 
3
0



Collect benefits accounting information

3
0



Collect contributions accounting information

6
0



Disclose personal information

9
0



Initiate SSA benefits

9
0





Total
0


Question 2







Faster and more timely collection of information
 
3
0



More customer participation

3
0



Customer satisfaction
 
9
0



More efficient record keeping
 
1
0



More accurate records

3
0



Improved productivity within SSA

3
0



Faster and more timely payment of benefits

9
0





Total
0


Question 3







Publicly available

0
0



One individual's record that is subject to the Privacy Act

6
0



Many individuals records that are subject to the Privacy Act
 
9
0



Information covered by a FOIA Exemption

3
0





Total
0
 

Question 4







Disclosure

9
0



Modification of record(s)/misuse/fraud
 
3
0



Denial of Access

1
0



Destruction of records

3
0





Total
0


Question 5







Easy

1
0



Hard
 
3
0



Impossible

9
0





Total
0









Question 6







Nuisance

1
0



Fraud

9
0



Legal liability
 
9
0



Embarrassment

3
0



Loss of public trust
 
9
0



Loss of Congressional trust

3
0



Loss of Executive trust

3
0





Total
0


Question 7







More convenient physical access to complete the transaction

3
0



Expanded availability to SSA (7 days a week/24 hours a day)
 
3
0



Sense of involvement in the process

1
0



Ability to directly transfer the transaction data to or from a customer data base

9
0





Total
0


Question 8







Information that enables identity theft
 
9
0



Information that enables benefits theft or interruption
 
9
0



Location

9
0



Economic status

3
0



Health status

3
0



Benefits status

1
0





Total
0


Question 9







Anyone

9
0



Known customer/non-beneficiary
 
3
0



Current Beneficiary

3
0



Employer

3
0



US Federal Agency

1
0



State/local government

3
0



Foreign government

3
0





Total
0


Question 10







Disclosure

9
0



Modification of record(s)/misuse/fraud
 
3
0



Denial of Access

1
0



Destruction of records

3
0





Total
0


Question 11







Nuisance

1
0



SSA would stop paying benefits
 
9
0



Identity theft
 
9
0



SSA benefits are diverted or stolen

9
0



Revelation of private information (other than identity)

3
0



Exposure to legal liability

3
0





Total
0


Question 12







Economic gain
 
9
0



Beneficiary-specific malice
 
9
0



SSA-specific malice

3
0



General government malice

3
0



General Internet "hooliganism" or malice

1
0





Total
0


Question 13







Casual Cracker

3
0



Political Cracker

3
0



Malicious Individual

3
0



Investigative Media
 
9
0



Opportunistic Criminal
 
9
0



Long-term criminal activity or organized Crime

9
0



Foreign Intelligence Service

9
0





Total
0


Question 14







SSA
 
1
0



Known customer

3
0



Unknown customer

9
0





Total
0


Question 15







Hourly

9
0



Daily

9
0



Weekly

9
0



Monthly

3
0



Quarterly

3
0



Yearly
 
1
0



Once

1
0





Total
0


Question 16







None

9
0



Occasional
 
3
0



Regular

1
0





Total
0


Question 17







Scheduled
 
9
0



Irregular

3
0



One time only

1
0





Total
0


Question 18







Automated alert process

1
0



Manual alert process

3
0



SSA recontact
 
3
0



Customer complaints

9
0



Third party information
 
3
0





Total
0


Question 19







Easy

9
0



Hard
 
1
0





Total










Question 20







Hours

9
0



Days

9
0



Weeks

9
0



Months
 
3
0



Year

1
0



Longer

1
0





Total
0


Question 21







Prison

9
0



Fine

3
0



Loss of Access

3
0



No action

1
0





Total
0









Question 22







Prosecution, leading to prison

9
0



Prosecution, leading to a fine

3
0



Denial of access to SSA electronic services

1
0



No action

1
0





Total
0


Question
Sheet 1
Sheet 2
Sheet 3
Sheet 4











1
0
0
0
0


Sheet1
Sheet 2 
Sheet 3
Sheet 4





2
0
0
0
0

Value  Q1+Q2+Q3+Q7+Q8+Q9
0
0
0
0





3
0
0
0
0

Damage  Q4+Q5+Q6+Q10+Q11
0
0
0
0





4
0
0
0
0

AttackGain             Q12+Q13
0
0
0
0





5
0
0
0
0

AttackPain           (Q21+Q22)/2
0
0
0
0





6
0
0
0
0

Opportunity    Q14+Q15+Q16+Q17
0
0
0
0





7
0
0
0
0

Protection      Q18+Q19+Q20
0
0
0
0





8
0
0
0
0

Access             Opportunity - Protection
0
0
0
0





9
0
0
0
0

Motivation          AttackGain - AttackPain
0
0
0
0





10
0
0
0
0

Exposure             Motivation * Access
0
0
0
0





11
0
0
0
0

Importance                 Value * Damage
0
0
0
0





12
0
0
0
0

AuthenticationRisk  Importance * Exposure
0
0
0
0





13
0
0
0
0











14
0
0
0
0


Authentication Risk is:
_______







15
0
0
0
0











16
0
0
0
0

Recommended Authentication Mechanisms









17
0
0
0
0

Media
Mechanism








18
0
0
0
0

Internet
_________________








19
0
0
0
0

Telephone
___________








20
0
0
0
0

Mail
__________________________________








21
0
0
0
0











22
0
0
0
0



























































































































































































































































































































